MUSC IT Review Process 

Purpose:  

The IT Review process will assist in the identification, evaluation, selection, and purchase information systems and technology by MUSC (the university), either by state appropriated funding or other university funding sources. The Education Advisory Committee (EAC), the University Education Information Council (UEIC), the Finance and Administrative Information Council (FAIC), and ultimately the Information Management Council (IMC) will review proposals. 
Rationale for the IT Review

Requests for computing hardware and software will be reviewed to insure that all financial, purchasing and institutional justifications of need are appropriately addressed.  Such requests will be for hardware exceeding the capitalization limit of $5000, and software exceeding the capitalization limit of $________.  The review will also insure that hardware and software requests are consistent with the standards of the institution’s IT Infrastructure, as well as with proper coding for accounting purposes (506xx as opposed to supply items).  
Goals:  

· To assist the requestor in determining the most cost-effective approach to meeting a stated administrative or education support need; and

· Balancing that need with the impact on institutional infrastructure, standards, and guidelines.
Scope:

The following should be considered when determining whether the request will require approval through the established IT Governance process:

1. Cost:

A. For IT purchases between $5,000 and $25,000, discuss with the appropriate OCIO Director to determine if broader information sharing/planning is appropriate or necessary. Such review is regardless of fund source/entity (i.e. MUSC, MUHA, UMA) and be subject to MUSC oversight to distract the propensity to utilize “other” funding.  
B. For IT purchases of $25,000, but less than $250,000, (the threshold requiring Board of Trustee approval if not in approved budget), work with the OCIO Director to develop a brief proposal and 5-year financial analysis.  (Appendix A)
C. IT purchases of $250,000 or more, (the threshold requiring Board of Trustee approval if not in approved budget), work with the OCIO Director to develop a detailed business plan, in preparation for full review by the Information Management Council. (Appendix B)
2. Non- cost factors

A. Hardware and software upgrades and enhancements to existing systems generally will not require a review.  IF the cost is $5,000 or over Purchasing cost thresholds a review will be required.  Examples of items NOT requiring a review are:

· Desktop computers, printers and other peripherals 

· New versions of software

· Additional modules that expand existing system capabilities that does not create new functionalities. 
B. Hardware and software requiring review regardless of cost: 
1.  Requires support by the campus computer center
2.  Works with or uses data form existing or planned systems
3.  Introduces technology into the network or datacenter having the potential to damage other data or the institutional network.
C.  Systems or applications that have broad utilization across the university will be reviewed.  Examples may include:

· Evaluation Systems
· Course/Learning Management Systems 

· Educational technologies 
· Research/laboratory management systems
· Student Records

· Scheduling
· Testing/Grading systems
· Statistical software 

· Bibliographic software 
· Data storage systems

· Administrative Systems 

· Infrastructure, Networking
Process:
1.  Basic Considerations.  When evaluating IT purchases and their potential impact on the university, consider the following questions:
· What is the purpose of the proposed hardware or software? 
· Is there similar technology on campus which can be used?
· If there is, how does it meet your needs?

· Is there commercial technology available that specifically meets your needs?

· Will the commercial technology require customization?

· Will the hardware be networked?

· Will interfaces with other systems, either on campus or remote, be required?

· Can your hardware/software be utilized in other areas of the university?

· Will you require OCIO support? 
·  If so, what kind:

· Data center

· Applications Development or programming

· Maintenance and support 
· Will you need vendor maintenance contracts for upgrades and special support?
· What is the quoted purchase price and yearly maintenance cost for the first 5 years?
2.  For your discussion with the OCIO Director, you will need information based on the questions above. The discussion will help determine how to proceed with the purchase and further review.  If needed, you will be guided in the preparation of a business plan.  The review will also indicate the appropriate Information Council for a review (UEIC, EAC, or the FAIC).  
2. Proposal Development.  A brief proposal or detailed business plan is required which will be presented to the appropriate Information Council and the IMC (Information Management Council). 
Purchasing will require a Purchase Order for the requested equipment, software or system.  The source and amount of the required funds must be included in the Purchase Order.  

The business plan must list all costs (purchase/lease/maintenance/etc.) for a 5 year period.   The 5 year projection is a state purchasing requirement and illustrates the total cost of ownership for the proposed purchase. (Appendices A and B for proposal/business plan outlines)
Systems costing $50,000 or more will need to be included in the South Carolina IT Plan.  The OCIO will submit your system, specifications, and costs to the State Procurement Office. 

The requesting department will develop the proposal, with assistance from the OCIO Director, the MUSC IT Procurement Officer and the Budget Office and technical experts from the OCIO as needed. 
Information systems (especially those that are hosted) will require an effort to gather SAS 70 reporting from the vendor. SAS 70 provides guidance to service auditors when assessing the internal controls of a service organization and issuing a service auditor’s report. Service organizations are typically entities that provide outsourcing services that impact the control environment of their customers. Examples of service organizations are insurance and medical claims processors, trust companies, hosted data centers, application service providers (ASPs), managed security providers, credit processing organizations and clearinghouses.

4. The individual/department proposing the purchase will present their business plan to the appropriate Information Council. The OCIO Director will determine the appropriate council and arrange the presentation.  The OCIO Director will attend the presentation to support the project.

5.  When approved by the council, the business plan will be presented to the MUSC Information Management Council (IMC). The OCIO Director will attend to support the project.
Special Considerations:
1.  Expedited Review.  Projects that are time-critical might require review and approval outside the IT governance process.  In such cases, the OCIO Director should be notified as quickly as possible and request an expedited review.  It will be the responsibility of the requestor to compile the appropriate information, consult with advisors, and outline the business case in preparation for an expedited review by the OCIO Director, the UEIC or URC and the IMC as appropriate. 
2.  Project Tracking. The Office of the CIO will track projects that have gone through the review process.  Tracking will provide information about implementation, successes, problems, actual expenditures versus projections, and other data.  

3. Support and Consultation.  Requestors should consult their department or college-based ITC (computer support staff) early in the process to identifying technology needs.  Requestors, who do not have ITCs on staff, should contact the OCIO Director of Academic and Research Computing for a consultant.

The Implementation Process:
Once the project is approved and purchased, the OCIO Director will help charter an Implementation Oversight Committee (IOC).  The IOC will be responsible for setting a time line for the project, set policy and procedure, and field decisions required by the Implementation Team. 

The Implementation Team will be charged through the OCIO and contain applications specialists as well as users from the department(s) or college(s). 
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