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Primary Definitions

Business Associate-term used to describe an association that occurs when the right to use or disclose the protected health information belongs to the covered entity, and another person is using or disclosing the protected health information to perform a function or activity on behalf of the covered entity.  A business associate relationship exits if the performance of the service involves disclosure of protected health information by the covered entity to the business associate.  Examples of the specified services include legal, actuarial, accounting, consulting, management, administrative, accreditation, data aggregation, and financial services.

Covered Entity- all health plans and health care clearinghouses, and health care providers that electronically transmit any of the transactions covered by the Electronic Transaction Standards Rule.

Individual-the person who is the subject of the protected health information.  With respect to signing of authorizations and other rights, the term includes legal representatives.  If information about a second person is included within the protected health information of an individual, the second person is not the individual with regard to that protected information, and under the rule does not have the individual’s rights with regard to the information.

Health care operations-the enumerated activities to the extent that the activities are related to the covered entity’s functions as a health care provider, health plan, or health care clearinghouse.  These activities include general administrative and business functions necessary for the covered entity to remain a viable business, including but not limited to planning and development, management activities and general administrative functions, quality assessment and improvement activities where the primary purpose is not to obtain generalizable knowledge, and fundraising for the benefit of the covered entity.

Protected Information-individually identifiable health information transmitted or maintained by a covered entity, regardless of form.

Marketing- communication about a product or service that’s purpose is to encourage recipients to purchase or use the product or service.  Marketing does not include population-based activities related to improving health or reducing health care costs, protocol development, case management and care coordination, contacting of health care providers and patients with information about treatment alternatives, and related functions that do not entail direct patient care.

General Rules for Uses and Disclosures of Protected Health Information

Use and Disclosure for Treatment, Payment, and Health Care Operations

Covered entities may use or disclose protected health information only as permitted or required by this rule.

Use and Disclosure Under a Restriction Agreement

An individual has the right to request restrictions on uses or disclosures for treatment, payment or healthcare operations and prohibit a covered entity from using or disclosing protected health information in a way that is inconsistent with an agreed upon restriction.

Creation of De-identified Information

Covered entities are permitted to use protected health information to create de-identified information.  Disclosure of a key or mechanism that could be used to re-identify such information is considered a disclosure of protected information.

Personal Representatives

A covered entity must treat a person as a personal representative of an individual if such person is authorized by law to act on behalf of the individual in making decisions related to health care.  The representative must be treated as the individual only to the extent that protected information is relevant to the matters on which the personal representative is authorized to represent the individual.

An unemancipated minor, not the parent or personal representative, will be treated as the individual with the rights and authorities of a protected individual if 1) the minor consents to a health care service, no other consent to the care is required by law, and the minor has not requested that such person be treated as a personal representative; 2) the minor may lawfully obtain health care services without consent of a parent, if the minor, a court, or another person authorized by law consents to the care; or 3) a parent assents to an agreement of confidentiality between a covered health care provider and the minor with respect to such health care service.

Covered entities may elect not to treat a person as a personal representative if the entity decides that it is in the best interest of the individual and the covered entity has a reasonable belief that the individual has been or may be subjected to domestic violence, abuse, or neglect by such person.

Confidential Communications

Covered providers are required to accommodate reasonable requests by patients about how the covered provider communicates with the individual.

Use and Disclosure Consistent with Notice

Covered entities are prohibited from using or disclosing protected health information in a manner inconsistent with their notice of information and privacy practices.

Disclosure by Whistleblowers and Workforce Member Crime Victims

Covered entities are not in violation of this rule when a member of its workforce or a business associate discloses protected health information to a health oversight agency or public health authority authorized by law to investigate or oversee relevant conduct or conditions of the entity, an appropriate health care accreditation organization, or an attorney for the purpose of determining legal options with respect to whistle blowing.

Uses and Disclosures-Organization Requirements-Component Entities, Affiliated Entities, Business Associates and Group Health Plans

Affiliated Entities

Legally distinct covered entities that share common ownership or control are permitted to designate themselves, or their health care components, together to be a single covered entity.

Multiple Covered Function Entities

A covered entity may as a single legal entity, affiliated entity, or other arrangement, combine the functions or operations of healthcare provider, health plan, and healthcare clearinghouse.  Such covered entities may not use or disclose protected information of an individual who is not involved in a particular covered entity function for that function, and such information must be segregated from any joint information systems.

Business Associates 

Covered entities may disclose protected health information to persons that meet the definition of business associate, or hire such persons to obtain or create protected health information for them, only if the covered entities obtain specified satisfactory assurances from the business associate that it will appropriately handle the information.  A covered entity may disclose protected health information to a business associate, consistent with the other requirements of the final rule, as necessary to permit the business associate to perform functions and activities for or on behalf of the covered entity, or to provide the services specified in the business associate definition to or for the covered entity.  

Disclosure of protected information to other health care providers for the purpose of treatment does not require a business associate arrangement.  Other exceptions to business associate arrangements exist for group health plans and plan sponsors.

Financial institutions (example: credit card company that processes patient’s payment) are not considered to be acting on behalf of a covered entity and therefore do not require a business associate contract.

Covered entities are not required to actively monitor business associates, but covered entities are expected to investigate when they receive complaints or other information indicating the business associate has violated its contract with the covered entity.  If the covered entity is unable to repair the noncompliance of the business associate’s obligation under the contract, it is expected to terminate the contract, when feasible (not unreasonably burdensome).  If the covered entity can not terminate a non-compliant business associate contract, the covered entity must notify the Secretary of Health and Human Services.

A Business Associate Contract must indicate the following:

1. The purposes for which the business associate may use and disclose protected health information, and must indicate generally the reasons and types of persons to whom the business associate may make further disclosures.

2. The business associate is prohibited from further using or disclosing protected health information for any purpose other than stated in the contract.

3. Business associates are required to maintain safeguards as necessary to ensure protected information is not used or disclosed except as provided by the contract.

4. The business associate is required to report to the covered entity any unauthorized use or disclosure of protected information.

5. It is the business associate’s responsibility to ensure any subcontractors or agents who receive protected information from the business associate agree to the same restrictions and conditions that apply to the business associate.

6. The covered entity is authorized to terminate the contract if the business associate violates a material term of the contract.

7. The business associate is required to make available to the Secretary of Health and Human Services, for the purpose of rule enforcement, its internal practices, books, and records relating to the use and disclosure of protected health information.

8. If feasible, the business associate, at termination of contract, is to return or destroy all protected health information received from the covered entity.  If there are reasons this is not feasible and the information must be retained, privacy protections and contract limitations must continue for as long as the business associate retains the information.

9. The business associate is required to incorporate any amendments or corrections to protected health information when notified by the covered entity that the information is inaccurate or incomplete.

Uses and Disclosures for Treatment, Payment, and Health Care Operations

Patient Consents

Covered entities are required to obtain and retain the individual’s written permission (a consent) for uses and disclosures of protected health information to carry out treatment, payment, and health care operations.  Consents are to be written in general terms and allow use and disclosure of protected health information by the covered entity seeking the consent, not by other persons.  

Consents, in most instances, are required to be obtained by the health care providers who have a direct treatment relationship with their patients.

Exceptions to the requirement for obtaining consents are when 1.) the health care provider has an indirect treatment relationship with the individual, 2.) the health care provider creates or receives protected health information in the course of providing care to inmates of correctional institutions, 3.) the health care provider attempts and fails to obtain a consent because emergency treatment situations prevent it (consent must be obtained as soon as reasonably practical), legal requirements exist that require the provider to treat the patient regardless of consent, or communication barriers exist (individual in unconscious) and professional judgement infers a consent would be given.  Under the situations outlined in 3.) the covered entity must document the attempt and the reason the consent was unobtainable.

A consent obtained by one covered entity is not effective to permit another covered entity to use or disclose protected health information unless the consent is a joint consent, or except where the other covered entity is operating as a business associate.  

Covered health care providers may condition the provision of treatment (including refusal of treatment except where required by law) on the receipt of the individual’s consent for the provider to use and disclose protected health information to carry out treatment, payment, and health care operations. 

Consent to use and disclose protected health information to carry out treatment, payment, and health care operations may be combined within a single document with other types of legal permissions from the individual such as consent to receive treatment and consent to assign payment of benefits to a provider.  However, the consent for use and disclosure of protected health information must be visually  and organizationally separate from the other consents and must be separately signed by the individual and dated.

Individuals may revoke a consent in writing at any time.  Upon receipt of the written revocation, the covered entity must stop processing the information for use or disclosure, except to the extent that they covered entity has taken action in reliance on the consent.  Further, the individual may request restrictions on uses and disclosures of protected health information for treatment, payment, and health care operations; however, the covered entity is not required to agree to an individual’s request.  If the covered entity does agree to the request, the restriction is binding.

If the terms of a covered entity’s consent conflict with the terms of another written legal permission (such as an authorization) from the individual to use or disclose protected information, the covered entity must adhere to the more restrictive document.  The covered entity may attempt to resolve the conflict with the individual by either obtaining a new consent from the individual or communicating with the individual to determine the individual’s preference regarding the use of disclosure.  If the individual’s preference is communicated orally, the entity must document it.

A Consent for Use and Disclosure of Protected Health Information must:

1. Inform the individual that protected health information may be used and disclosed by the covered entity to carry out treatment, payment, or health care operations.

2. Refer the individual to the covered entity’s notice for further information about the covered entity’s privacy practices and uses and disclosures of information described in the consent.

3. Be accompanied by the covered entities Notice of Privacy and Information Practices (this must be a separate document from the consent).

4. Indicate that the individual has the right to review the Notice prior to signing the consent.

5. Indicate the terms of the notice may change and must describe how the individual may obtain a revised notice.

6. Inform the individual that they have the right to request restrictions on uses and disclosures of protected health information for treatment, payment, and health care operations.

7. State that the covered entity is not required to agree to an individual’s request, but that if the covered entity does agree to the request, the restriction is binding on the covered entity.

8. Indicate the individual has the right to revoke the consent in writing, except to the extent the covered entity has taken action in reliance on the consent.

9.  (If joint consent) identify with reasonable specificity the covered entities, or class of covered entities, to which the joint consent applies 

10. Include the individual’s signature and date of signature, as well as separate and provide additional signature and date lines for consents that are included in the same document but are not for use and disclosure of protected health information.

Uses and Disclosures For Which an Authorization is Required

Patient Authorizations

Covered entities must have an authorization from individuals to use or disclose protected health information for purposes other than treatment, payment, and health care operations, or purposes not permitted or required by this rule.  Authorizations may allow use and disclosure of protected health information by the covered entity seeking the authorization, or by a third party. 

Authorizations must be written in specific terms.  Authorizations must include an expiration that is related to a certain event or on a specific date (the expiration event must be related to the individual or the purpose of the use or disclosure).

An authorization with information that the covered entity knows to be false is defective only if the information is material.

The individual may revoke authorizations, but the individual must revoke the authorization in writing.  The covered entity may continue to use and disclose protected health information in accordance with the authorization only to the extent the covered entity has taken action in reliance on the authorization.

Covered entities must document and retain any signed authorizations.  Individuals must be provided with a copy of the authorization.

If an Authorization conflicts with a signed Consent, the covered entity is bound by the more restrictive document.

Covered entities are prohibited from acting on an Authorization that is combined with any other document, including any other written legal permission from the individual, except: 

1. Authorizations for the use or disclosure of protected health information created for research that includes treatment of the individual may be combined with a consent for the use or disclosure of that protected health information to carry out treatment, payment, or health care operations (research related treatment may be conditioned on the individual’s authorization)

2. Authorizations for the use or disclosure of psychotherapy notes for multiple purposes may be combined in a single document, but may not be combined with authorizations for the use or disclosure of other protected health information

3. Authorizations for the use or disclosure of protected health information other than psychotherapy notes may be combined, provided that the covered entity has not conditioned the provision of treatment, payment, enrollment, or eligibility on obtaining the authorization

Authorizations are not required for: 

1. The disclosure of an individual’s information to the individual 

2. The disclosure of protected information to the Secretary of Health and Human Services

3. The disclosure of protected information under circumstances of sale, rental, or barter 

Authorizations are required for, but not limited to:

1. Use or disclose protected health information for the purposes of Marketing

2. Use or disclose protected health information for making Pre-enrollment eligibility determinations for underwriting as pertains to a health plan

3. Use or disclose protected health information for employment determinations

4. Use or disclose protected health information for the purpose of raising funds for any entity other than the covered entity.  (Fundraising on behalf of a covered entity as it falls under the definition of health care operation does not require authorization.)

5. Treatment for the sole purpose of providing information to a third party (the covered entity may condition the treatment on the receipt of an authorization to use or disclose protected health information related to the treatment for the third party)

6. Use or disclosure of psychotherapy notes to carry out treatment, payment, or health care operations when the use is not: 

a. by the person who created the psychotherapy notes for treatment

b. for conducting training programs in which students, trainees, or practitioners in mental health learn under supervision to practice their skills

c. to defend a legal action or other proceedings brought by the individual 

d. mandated by law

e. needed by a coroner or medical examiner as necessary to carry out their duties with respect to the deceased

f. needed to avert a serious and imminent threat to health or safety

Authorizations must include the following minimal core elements:

1. A description of the information to be used or disclosed, with sufficient specificity to allow the covered entity to know which information the authorization references

2. The name or other specific identification of the person(s) or class of persons that are authorized to use or disclose the protected health information.

3. The name or other specific identification of the person(s) or class of persons to who the covered entity is authorized to make the use or disclosure

4. A specific expiration date, a specific expiration time period, or an event the authorization will expire that is directly relevant to the individual or the purpose of the use or disclosure.

5. A statement of the individuals right to revoke an authorization in writing, except to the extent that action has been taken in reliance on the authorization or, if applicable, during a contestability period

6. Instructions on how the individual may revoke the authorization

7. A statement informing the individual that information used or disclosed pursuant to the authorization may be subject to re-disclosure by the recipient and may no longer be protected by this rule

8. The individual’s signature and date of signature

9. If the authorization is signed by a personal representative of the individual, the representative must indicate his or her authority to act for the individual

Additional elements required when an Authorization is requested by the covered entity for its own use or disclosure of protected health information:

1. A statement that the entity will not condition treatment, payment, enrollment, or eligibility on the individual’s authorization

2.  A description of the purpose of the requested use or disclosure

3.  A statement that the individual may inspect or copy the information to be used or disclosed and may refuse to sign the authorization

4.  A statement indicating any financial gain that will result from the use or disclosure of the requested information

5. Identification for each purpose for which the information is to be used or disclosed (broad or blanket authorizations are prohibited)

Authorizations for the purpose of obtaining protected health information from others only need to meet the core elements of Authorizations unless the authorization is for the purpose of obtaining protected health information to carry out treatment, payment, or healthcare operations.  Authorizations for obtaining protected health information from others to carry out treatment, payment, or healthcare operations should be covered by the entity’s Consent that permits them to make these type of disclosures.  However, an Authorization may be used to clarify intent.  

Further elements for Authorizations for the purpose of obtaining protected health information from others include:

1. The purpose of the requested disclosure

2.  Indication that the authorization is voluntary

3. A statement that the individual may refuse to sign the authorization and the covered entity requesting the authorization will not condition the provision of treatment, payment, enrollment in a health plan, or eligibility for benefits on obtaining the individual’s authorization

Authorizations for Research that Includes the Treatment of Individuals must include the additional elements:

1. A description of the extent to which some or all of the protected health information created for the research will also be used or disclosed for purposes of treatment, payment, and health care operations

2. An indication that the authorization is the controlling document, not the general consent or notice (the covered entity may combine the general consent for treatment, payment, health care operations with the research authorization)

3. (If a separate Consent has been obtained) a statement referring to the Consent and indication that the practices described in the research related authorization are binding on the covered entity

4. A description of the extent to which the covered entity will not use or disclose the protected health information it obtains in connection with the research protocol for purposes that are permitted without individual authorization

Uses and Disclosures Requiring an Opportunity for Agreement or Objection

Directories

The rule calls for an opt out approach for inclusion of patient information in an entity’s directory.  This approach allows care providers to include patient information in their directory if:

1. they inform (written or oral) incoming patients of their policies regarding the directory

2. they give patients a meaningful opportunity to opt out of the listing or restrict uses and disclosures

3. the patient does not object to being included in the directory

Based on an individual’s right to object or known prior expressed preferences, if an individual is inquired about by name, a covered provider may disclose 

1. the individual’s general condition in terms that do not communicate specific medial information

2. the individual’s location in the facility

Subject to the individual’s right to object, a covered entity may disclose to a member of the clergy

1. the individual’s name

2. the individual’s general condition in terms that do not communicate specific medical information 

3. the individual’s location in the facility

4. the individual’s religious affiliation

When patients are incapacitated or in emergency treatment situations, the healthcare entity can use its judgment as to the patient’s best interest to disclose some or all of the patient’s information to the patient directory without patient agreement.  If prior expressions of preference become known, or during the course of treatment the patient becomes capable of decision making, the entity must inform the individual of the policies regarding the facility’s directory and provide the opportunity for the individual to opt out of use and disclosure.

Disclosures to Persons Involved in an Individual’s Care

If the individual is present and has the capacity to make healthcare decisions, a covered entity may disclose protected health information only if the covered entity:

1. obtains the individual’s agreement (written or verbal) to disclose to the parties involved in their care

2. provides the individual with an opportunity to object to such disclosure

3. reasonably infers from the circumstances, based on professional judgment, that the individual does not object to the disclosure (such as when a patient brings a person into a doctor’s office when treatment is being discussed)

When it is not practical to obtain from the individual an agreement to disclose protected health information to persons with a close personal relationship to the individual, the covered entity can make such minimum necessary disclosures consistent with good health professional practice and ethics.  

Entities are not required to verify the identity of persons involved in the individual’s care.

Covered entities are not allowed to assume that an individual’s agreement at one point in time to disclose protected information to another person implies agreement to disclose protected information at other times.

Disaster Relief

Covered entities may use or disclose protected health information without individual agreement to assist federal, state, or local government agencies and private disaster assistance organizations engaged in disaster relief activities.

Uses and Disclosures Not Requiring a Consent, Authorization, or Opportunity to Agree or Object

Uses and Disclosures Required by Law

Covered entities are permitted to comply with laws requiring the use or disclosure of protected health information, provided the use or disclosure meets and is limited to the relevant requirements of such other laws.  These include disclosures about victims of abuse, neglect or domestic violence, disclosures for judicial and administrative proceedings, and disclosures for law enforcement purposes. 

Covered entities must verify the identity and authority of persons to whom they make these disclosures.  

The minimum necessary requirement standard does not apply to these disclosures.

Uses and Disclosures for Public Health Activities

Covered entities are allowed to disclose protected health information to U.S. public health authorities and to officials of a foreign government agency as directed by a U.S public health authority.

Covered entities may disclose protected information to persons subject to the FDA’s jurisdiction for

1. reporting adverse events, product defects or problems, or biological product deviations

2. tracking products 

3. enabling product recalls, repairs, or replacements

4. conducting post-marketing surveillance to comply with requirements or to comply with directions of the FDA

Covered entities may disclose protected health information to public authorities or other appropriate government agencies authorized by law to receive reports of child abuse or neglect.

Covered entities may disclose protected health information to individuals who may have been exposed to a communicable disease or who may otherwise be at risk of contracting or spreading a disease when the covered entity or public health authority is authorized to do so by law.

Covered health care providers who provide health care as a member of an entity's work force or at the request of an employer may disclose to the employer protected information for medical surveillance of the workplace or concerning work-related injuries or illnesses.  However, providers who make these disclosures must provide notice to the individuals related to the disclosure.

Disclosures about Victims of Abuse, Neglect, or Domestic Violence

Covered entities are allowed to disclose, to any governmental authority authorized by law to receive reports of abuse, neglect, or domestic violence, protected information about an individual whom the covered entity reasonably believes to be a victim of abuse, neglect, or domestic violence.

The disclosure can be made without the individual’s authorization or agreement if the disclosure is expressly authorized by statute or regulation and either:

1. the covered entity, in the exercise of its professional judgment, believes the disclosure is necessary to prevent serious harm to the individual or to other potential victims, or

2. the individual is unable to agree due to incapacity, a law enforcement or other public official authorized to receive the report determines that the protected health information for which disclosure is sought is not intended to be used against the individual, and that an immediate enforcement activity that depends on the disclosure would be materially and adversely affected by waiting until the individual is able to agree to the disclosure

The covered entity must inform (written or verbal) the individual that their protected information has been disclosed to report abuse, neglect, or domestic violence (written notification is not encouraged).  However, the covered entity does not need to inform the individual of the disclosure if 

1. informing the individual could place the individual at risk of serious harm, or

2. the entity believes they may be informing a personal representative of the individual who is responsible for the abuse, neglect, or other injury

Uses and Disclosures for Health Oversight Activities

Covered entities are permitted to disclose protected information to health oversight agencies for oversight activities authorized by law, including audit, investigation, inspection, civil, criminal, or administrative proceeding or action, or other activity necessary for appropriate oversight of

1. the health care system, or

2. government benefit programs for which health information is relevant to beneficiary eligibility, or

3. government regulatory programs for which health information is necessary to determine compliance with program standards

An investigation is not considered health oversight for purposes of this rule if

1. the individual is the subject of the investigation or activity

2. the investigation or activity does not arise out of and is not directly related to

a. the receipt of health care

b. a claim for public benefits related to health

c. qualification for, or receipt of public benefits or services where a patient’s health is integral to the claim for benefits or services

Disclosures and Uses for Judicial and Administrative Proceedings

Covered entities are permitted to disclose protected health information in a judicial or administrative proceeding if the request for such information is made through, or pursuant to, an order or subpoena from a court or administrative tribunal.  Disclosures are also permitted in response to a subpoena, discovery request form, or other lawful process by a party to the proceeding if the entities receives

1. satisfactory assurances that reasonable efforts have been made to give the individual whose information has been requested notice of the request

2. satisfactory assurances that the party seeking such information has made reasonable efforts to secure a protective order that will guard the confidentiality of the information

The entity is permitted to make reasonable efforts to notify the individual whose information has been requested or to seek a qualified protective order (prohibits party from disclosing the protected information for other purposes and requires the return or destruction of the information at the end of the litigation or proceeding).  Without receiving satisfactory assurances from the party requesting the information, the covered entity is free to object to the disclosure.

The entity is required to verify the authority under which the request is being made.

A covered entity must make reasonable efforts not to disclose more information than is requested. 

Disclosure for Law Enforcement Purposes

Covered entities may disclose protected information pursuant to this provision in compliance with and as limited by the relevant requirements of legal process or other law.

Covered entities may disclose protected health information in compliance with and as limited by relevant requirements of a court order or court ordered warrant, or a subpoena or summons issued by a judicial officer.  Further, protected information may be disclosed pursuant to an administrative request, an administrative subpoena or summons, a civil investigative demand, or similar process as long as information sought is relevant and material to a legitimate law enforcement inquiry, the request is as specific and narrowly drawn as reasonably practical, and de-identified information can not be used.

Covered entities are permitted to disclose limited identifying information for purposes of identifying or locating a suspect, fugitive, material witness, or missing person, in response to a law enforcement request.  Disclosure may only be made in response to a request (verbal or written) from law enforcement  (example: Wanted Poster).  Limited identifying information includes

1. name

2. address

3. social security number

4. date of  birth

5. place of birth

6. type of injury 

7. description of distinguishing physical characteristics

8. ABO blood type and Rh factor

9. date and time of treatment

10. date and time of death (if applicable)

The following information cannot be disclosed

1. DNA data 

2. dental records

3. typing samples or analyses of tissue or bodily fluids other than blood

An entity is required to obtain individual agreement (verbal or written) prior to disclosing information about the individual as a victim to law enforcement unless it falls under disclosures for public health activities, disclosures about victims of abuse, neglect, or domestic violence, or disclosures required by other laws.  Individual agreement may also be waived if the individual is incapacitated or in other emergency circumstances and 1) the law enforcement official determines the protected information is needed to determine whether a violation of law by a person other than the victim has occurred and the information is not intended to be used against the victim; 2) the law enforcement official determines that immediate law enforcement activity that depends on such disclosure would be materially and adversely affected by waiting; and 3) the covered entity, in the exercise of professional judgment, determines that the disclosure is in the individual’s best interest.

Covered entities may disclose protected health information about a deceased individuals to a law enforcement official if the covered entity suspects the death may have resulted from criminal conduct.

Covered entities may disclose to law enforcement officials protected information that the covered entity believes constitutes evidence of a crime committed on the premises.

Covered health providers providing emergency health care in response to a medical emergency not on the premises of the covered provider may disclose protected information to law enforcement officials if such disclosure appears necessary to alert law enforcement to 1) the commission and nature of a crime; 2) the location of a crime or victims of a crime, and 3) the identity, description, and location of the perpetrator of the crime.

Items such as cells and tissues are not protected health information, but the analysis of them is.  The same treatment is to be given to other physical items such as clothing or weapons.  It is important to note that communication accompanying the disclosure of these items may be protected health information.

Uses and Disclosures About Decedents

Covered entities are permitted to disclose protected health information, including psychotherapy notes,  to coroners, medical examiners, and funeral directors to carry out their duties with respect to a decedent.  However, information about deceased individuals must remain protected for as long as the entity maintains the information.

Uses and Disclosures for Cadaveric Donation or Organs, Eyes, or Tissues

Under circumstances where an individual has not previously indicated whether organ donation is sought, covered entities are permitted to disclose protected information without individual authorization to organ procurement organizations or other entities engaged in the procurement, banking, or transplantation of cadaveric organs, eyes, or tissue for donation and transplantation.

Uses and Disclosures for Research Purposes

Covered entities are permitted to use and disclose protected information for research purposes, regardless of the funding source, provided the covered entity obtain a waiver or alteration of an authorization for the use or disclosure as approved by the IRB or privacy board.  The waiver or alteration of authorization documentation must include:

1. the date of approval of the waiver or alteration

2. information indicating

a. the use or disclosure of protected health information involves no more than minimal risk

b. the alteration or waiver will not adversely affect the rights and welfare of the individuals

c. the research could not practicably be conducted without the alteration or waiver

d. the research could not practicably be conducted without access to and use of protected information

e. the privacy risks to individuals whose protected health information is to be used or disclosed are reasonable in relation to anticipated benefits or the knowledge expected to result from the research

f. there is an adequate plan to protect the identifiers from improper use and disclosure

g. there is an adequate plan to destroy the identifiers at the earliest opportunity, unless there is a health or research justification for retaining the identifiers, or such retention is otherwise required by law

3. a written agreement from the person or entity receiving protected information not to reuse or disclose protected health information to any other person or entity, except

a. as required by law

b. for authorized oversight of the research project

c. for other research for which the use or disclosure of protected information would be permitted

4. a description of the protected information for which use or access has been determined to be necessary for the research

5. a signature by the chair of the IRB or privacy board, or a member of the IRB or privacy board who is designated by the chair to sign the documentation

6. a statement identifying the IRB or privacy board that approved the waiver or alteration 

If approval utilizes IRB Expedited Review procedures, the documentation must reflect this.

The rule indicates that IRB board must meet legal composition requirements and stipulates the composition requirements of a privacy board.  Further, the IRB must follow the voting requirements as stipulated in the Common Rule (45CFR46).  Privacy board voting requirements are described in the rule.

Covered entities are permitted to use and disclose protected information for research without requiring authorization or documentation of the alteration or waiver of authorization, if the research is conducted in such a manner that only de-identified protected information is recorded by the researchers and the protected information is not removed from the premises of the covered entity.  The covered entity is required to obtain from the researcher representations that use or disclosure is sought solely to review protected health information as necessary to prepare a research protocol or for similar purposes preparatory to research.  No protected information is to be removed from the covered entity by the research in the course of the review, and the protected information for which use or access is sought, must be necessary for the research purpose.  The intent is to permit covered entities to use and disclose protected health information to assist in the development of research hypothesis and aid in the recruitment of research participants.

The covered entity may rely solely on the requesting researcher’s representation that the purpose of the request falls under the authorization and waiver exceptions and is excused from other procedural requirements relating to uses and disclosures of protected health information.  The covered entity has not violated the rule if the researcher misrepresents the intended use of the information.

Individuals may be denied access to their protected information for clinical trials when the protected information was obtained by a covered entity in the course of clinical trial, the individual agreed to the denial of access when consenting to participate in the clinical trial, and the trial is still in progress.  Participants must be informed their right to access the information will be reinstated once the research is complete.

Uses and Disclosures to Avert a Serious Threat to Health or Safety

The rules approach is consistent with the “duty to warn” third persons at risk as established through case law in Tarasoff v Regents of the University of California. 

Covered entities are permitted to use or disclose protected health information, consistent with applicable law and standards of ethical conduct, in specific situations in which the covered entity, in good faith, believes the use or disclosure is necessary to permit law enforcement authorities to identify or apprehend an individual.  A covered entity may take such action because of a statement by an individual admitting participation in a violent crime that the covered entity reasonably believes may have resulted in serious physical harm to a victim.  A disclosure may not be made if the covered entity learns the information in the course of counseling or therapy.  This prohibition takes effect once the individual requests to initiate or be referred to such treatment, therapy, our counseling.

Uses and Disclosures for Specialized Government Functions

Covered entities providing care to Armed Forces personnel are permitted to disclose protected information for activities deemed necessary by appropriate military command authorities to assure proper execution of military missions, where the appropriate military authority is established by notice in the Federal Register.

Covered entities that are a component of the DOD or the Department of Transportation may disclose to the Department of Veteran Affairs, for eligibility determination by the DVA, the protected information of an Armed Forces member who is separated or discharged from military service.

Covered entities are allowed to disclose protected information without consent for the conduct of lawful intelligence activities under the National Security Act, and in connection with providing protective services to the President or to foreign heads of state.

A component of the Department of State may, without authorization, use protected health information to make medical suitability determinations and to disclose whether or not an individual is determined to be medically suitable for security clearance.  Further, protected information may be disclosed to officials who need the information for a family member to accompany a Foreign Service member abroad.  This exemption does not permit disclosure of specific medical conditions, diagnoses, or other specific medical information.  It permits only the disclosure of the limited information needed to determine whether security clearance should be granted.

While individuals are in a correctional facility or in lawful custody of law enforcement officials, covered entities can use or disclose to the correctional facility or the law official, the individual’s protected information without authorization as necessary for

1. the provision of care

2. the health and safety of the individual or other inmates

3. the health and safety of the officers or employees of the correctional institution

4. the administration and maintenance of the safety, security, and good order of the correctional institution

A covered entity that is a government agency administering a government program providing public benefits is permitted to disclose protected health information relating to the program to another covered entity that is a government agency administering a government program providing public benefits if the programs serve the same or similar populations and the disclosure is necessary to coordinate the covered functions of the programs.

A public agency that is administering a health plan may maintain a database of eligibility and enrollment information, and may disclose such information to the extent authorized by other law.

Disclosures for Worker’s Compensation

Worker’s compensation and certain other forms of insurance (automobile or disability) are “excepted benefits”.  Insurance carriers that provide this coverage are not covered entities.

Other Procedural Requirements Relating to Uses and Disclosures of Protected Health Information

De-identification

Individually identifiable health information is health information that identifies the individual, or is reasonably believed could be used to identify the individual. 

Covered entities can consider health information de-identified if 

1. a person with appropriate knowledge and experience applying generally accepted statistical and scientific principles and methods for rendering information not individually identifiable makes a determination that the risk is very small that the information could be used, either by itself or in combination with other available information, by anticipated recipients to identify the subject of the information.  The covered entity must document the analysis and results that justify the determination.

2. the covered entity removes all of a list of enumerated identifiers and if the covered entity has no actual knowledge that the information could be used alone or in combination to identify the subject of the information.  These identifiers include dates, unless listed only by year, directly related to the subject of the information, and zip codes, unless aggregated in the form of 3 digits and including at least 20,000 people.  Not included in the list of identifiers are age, some geographic location information, gender, race, ethnicity, and marital status. See Appendix A for a list of identifiers that should be removed to de-identify health information.

Covered entities may use codes to mark records so they may be linked or later re-identified, if the code does not contain information about the subject of the information and the entity does not use or disclose the code for any other purpose.

Minimum Necessary

Covered entities are required to implement policies and procedures to 

1. identify the persons or classes of persons in the entity's workforce who need access to protected health information to carry out their duties

2. identify the category or categories of protected health information to which such persons or classes need access

3. identify the conditions, as appropriate, that apply to the access

Covered entities must implement policies and procedures to limit access to only the identified person, and only to the identified protected health information.

Though individual review of each disclosure is not required, covered entities must implement policies and procedures for routine, recurring disclosures that permit only the disclosure of the minimum protected health information reasonably necessary to achieve the purpose of the disclosure.  The types of protected information to be disclosed, the types of person who would receive the protected health information, and the conditions that apply for the access must be identified.

For non-routine disclosures, a covered entity must develop reasonable criteria for determining, and limiting disclosure to, only the minimum amount of protected information necessary to accomplish the purpose of the disclosure.  Procedures must be implemented for reviewing each of these requests on an individual basis.

Disclosures to health care providers for treatment purposes are not subject to these requirements.

Covered entities must implement policies and procedures providing that disclosure of an entire medical record will not be made except pursuant to policies which specifically justify why the entire medical record is needed.  Disclosure of an entire medical record without documented justification violates this rule.

Marketing

Covered entities must obtain the individual's authorization before making uses or disclosures of protected information for marketing.  However, activities such as communications made for the purpose of describing products and services provided by the covered entity, are not considered marketing.  Further, face-to-face marketing communication with the individual does not require individual authorization.  Covered entities are also allowed to use or disclose protected information without individual authorization to make marketing communications involving health products or services of nominal value.  Finally, disclosure of protected information for marketing communications about health products or services can be made without individual authorization if the communication

1. identifies the covered entity as the party making the communication

2. identifies any direct remuneration received from a third-party for making the communication

3. contains instructions describing how the individual may opt-out of receiving future communications (exception is a general newsletter)

4. explains why the individual has been targeted and how the product or service relates to the health of the individual

5. identifies that the covered entity is the source of the communication

Fundraising

Covered entities and their business associates are permitted to use protected health information without individual authorization for fundraising on behalf of the covered entity, provided that it limits the information that it uses to demographic information about the individual and the dates that it has provided service to the individual.

Fundraising materials must explain how the individual may opt out of any further fundraising communications, and covered entities are required to honor such requests.

Verification of Identity and Authority of Persons Requesting Protected Health Information

Covered entities must establish and use written policies and procedures that are reasonably designed to verify the identity and authority of the requestor where the covered entity does not know the person requesting the protected information.  The knowledge of the person may take the form of a known place of business, address, phone or fax number.  Additional verification is only required where this regulation, or other law, requires additional proof of authority or identity.

Notice of Privacy Practices for Protected Health Information

Content of Notice

1. The notice must be written in plain language.

2. The header must read: "THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.  PLEASE REVIEW IT CAREFULLY."

3. Covered entities must describe all uses and disclosures of protected health information that they are permitted or required to make under this rule without authorization, including those uses and disclosures subject to the consent requirements.

4. Covered entities must separately describe each purpose for which they are permitted to use or disclose protected health information under this rule without authorization, and must do so in sufficient detail.

5. The description must include a least one example of the types of uses and disclosures that the covered entity is permitted to make.

6. Covered entities that wish to contact individuals for any of the following activities must list these activities in the notice:  providing appointment reminders, describing or recommending treatment alternatives, providing information about health related benefits and services that may be of interest to the individual, or soliciting funds to benefit the covered entity.  If the activity is not listed, the covered entity is prohibited from using or disclosing protected information for the activity.

7. The notice must state that all other uses and disclosures will be made only with the individual's authorization.

8. The notice must state that the individual has the right to revoke such authorization.

9. The notice must describe the individuals' rights under the rule and how individuals may exercise those rights with respect to the covered entity.

10. The notices must describe the right of individuals to request restrictions on certain uses and disclosures.

11. A statement must be included indicating that the covered entity is not required to agree to a requested restriction.

12. The notice must describe the right of individuals to receive confidential communications of protected health information.

13. The notice must describe the right of individuals to inspect and copy protected information.

14. The notice must describe the right of individuals to amend protected health information.

15. The notice must describe the right of individuals to request an accounting of disclosures of protected information. 

16. The notice must inform individuals about how they can lodge complaints with the covered entity if they believe their privacy rights have been violated.

17. The notice must state that the individual may file complaints with the Secretary of Health and Human Services.

18. The notice must state that the individual will not suffer retaliation for filing a complaint.

19. The notice must describe the right of an individual to obtain a paper copy of the notice upon request.

20. The notice must identify a point of contact where the individual can obtain additional information about the matters identified in the notice.

21. The notice must state that the entities are required by law to maintain the privacy of protected information and abide by the terms of the notice.

22. The notice must state the entity’s legal duties concerning privacy practices.

23. The notice must state, if the entity wishes to reserve the right to change its information and privacy practices and apply the revised practices to previously created or received protected information,  how the entity will provide individuals with the revised notice.

24. The notice must indicate the date the notice went into effect.

Provision of Notice

Covered health care providers that have direct treatment relationships with individuals must provide the notice to individuals at the first delivery of service after the compliance date.  The notice can be delivered electronically or by paper.  Covered providers that maintain a service site must prominently post the notice where it is reasonable to expect individuals seeking services to see the notice.  

Covered entities that maintain web sites describing the services and benefits it offers must make its privacy notice prominently available through the site.

Health care providers that have indirect treatment relationships with individuals are only required to produce the notice upon request.

Joint Notice by Separate Covered Entities

Covered entities that participate in an organized health care arrangement may produce a single notice that describes their combined information and privacy practices.  The joint notice must reasonably identify the covered entities to which the notice applies.

Right to Request Privacy Protection for Protected Health Information

Right of An Individual to Request Restriction of Uses and Disclosures

All covered entities must permit individuals to request that uses and disclosures of protected health information to carry out treatment, payment, and health care operations be restricted.  Restriction requests can be made verbally or in writing.  Verbal restriction agreements must be documented in some fashion by the entity.  Entities must adhere to restrictions to which they agree.  A covered entity is not required to agree to a restriction.  Exception occurs under emergency treatment situations.  

A covered entity may terminate a restriction agreement with an individual.  If the individual agrees to terminate the restriction, than the protected information may be used as otherwise permitted under the rule.  However, if the individual does not agree to terminate the restriction, the entity may only apply the terminated restriction to information created or received after informing the individual of the termination.

Confidential Communications Requirements

Covered entities are required to permit individuals to request that the covered entity provide confidential communications of protected information about the individual.  Individuals may request the covered entity send communications by alternative means or at alternative locations.  Covered providers must accommodate all reasonable requests.  Reasonableness of requests must be determined by a covered entity solely on the basis of the administrative difficulty of complying with the request unless the individual indicates that the disclosure could endanger the individual.  Requests may be refused if the individual has not provided information as to how payment will be handled or if the individual has not specified an alternative address or method of contact.

Access of Individuals to Protected Health Information

Right of Access

Individuals have a right to access their protected information that is maintained in a designated record set.  This right applies to covered entities that create or receive protected information other than as a business associate of another covered entity.  A designated record set includes any protected information that is used, in whole or in part, to make decisions about individuals.  For covered health care providers, a designated record set includes, at a minimum, the medical record and billing record about individuals maintained by or for the provider.

There are three types of information individuals do not have a right to access, even if the information is maintained in a designated record set.  They are 1) psychotherapy notes, 2) information compiled in reasonable anticipation of, or for use in, a civil, criminal, or administrative action or proceeding, and 3) certain protected health information maintained by a covered entity that is subject to or exempted from the Clinical Laboratory Improvements Amendments of 1988 (CLIA).

There are five types of denials to access covered entities may make.

1. a covered entity may deny an individual access to any information that is excepted from the right of access

2. a covered entity that is a correctional institution or provider acting under the direction of a correction institution may deny an inmate's request to obtain a copy of protected health information if obtaining a copy could jeopardize someone's health, safety, security, custody, or rehabilitation.

3. a covered entity may deny an individual access to protected information obtained by a covered provider in the course of research that includes treatment of the research participants, while the research is in progress.  The individual must have agreed to the denial of access in conjunction with the consent to participate in the research.

4. a covered entity may deny an individual access to protected health information that is contained in records that are subject to the Privacy Act if such denial is permitted under the Privacy Act.

5. a covered entity may deny an individual access to protected health information if the covered entity obtained the requested information from someone other than a health care provider under a promise of confidentiality and such access would be reasonably likely to reveal the source of the information.

6. a covered entity may deny access to protected information under certain circumstances in which the access  may harm the individual or others.

Covered entities must provide the individual with a right to have denials reviewed, if the denial occurs under the following circumstances

1. when covered entities deny individuals access to protected information about them because a licensed health care professional has determined that the access requested is reasonably likely to endanger the life or physical safety of the individual

2. when covered entities deny individuals access to protected information because the information requested makes reference to someone other than the individual and a licensed care provider has determined that the access requested is reasonably likely to cause harm to the other person

3. when a covered entity is asked to provide access to an individual's personal representative and the entity denies access because the entity has a reasonable belief that the individual has been or will be subjected to domestic violence, abuse or neglect by the personal representative

These denial reviews should be conducted by a licensed health care professional who is designated by the covered entity to act as a reviewing official and who did not participate in the original decision to deny access.

Requests for Access and Timely Action

Covered entities may require individuals to make requests for access in writing.

Covered entities should have procedures in place for handling access requests.

Covered entities must act on a request for access within 30 days of receiving the request if the information is maintained or accessible on-site.  Covered entities must act on a request for access within 60 days of receiving the request if the information is not maintained or accessible on-site.

Deadlines may be extended by no more than 30 days by providing the individual with a written statement explaining the delay and the date by which the entity will complete its action on the request.  Covered entities may only extend the deadline once per request for access.

Provision of Access

If a covered entity accepts a request, it must notify the individual of the decision and provide the access requested.  

If the same protected information is maintained in more than one designated record set or at more than one location, the covered entity is required to produce the information only once per request for access.

The covered entity must provide the requested information in the form or format requested if it is readily producible in such form or format.

The covered entity must arrange for a mutually convenient time and place for the individual to inspect the protected health information or obtain a copy.  If the individual requests, covered entities may mail a copy of the information.  For requests to inspect information that is maintained electronically, the covered entity may print a copy of the information and allow the individual to review the printout on site.

A covered entity may charge a reasonable, cost-based fee for the copying, including the labor and supply costs of copying.  This includes paper, floppy disks, etc.  Fees may also include the cost of postage if the information is to be mailed.  Covered entities may not charge fees for retrieving or handling the information or for processing the request.

Denial of Access

If access is denied, the covered entity must provide the individual with a written denial

1. explaining in plain language the basis for the denial

2. describing how the individual can complain to the covered entity and the Secretary of Health and Human Services (must include the name or title and the telephone number of the covered entity's contact person or office responsible for receiving complaints)

3. describing the individual's right to a review the denial and how the individual may exercise the right, if the reason for denial allows for review

4. explaining to the individual, for denials made because the entity does not maintain the requested information, where the individual should direct their request if the entity knows where the information is maintained

Access Policies, Procedures, and Documentation

The covered entity must retain documentation of the designated record sets that are subject to access by individuals and the titles of the persons or offices responsible for receiving and processing requests for access by individuals.

Amendment of Protected Health Information

Right to Amend

Individuals have the right to have the covered entity amend their protected information.

Covered entities may deny a request for amendment if the covered entity did not create the protected information that is subject to the request for amendment.  An exception occurs if the individual provides a reasonable basis to believe that the originator of the protected information is no longer available to act on the requested amendment.

Covered entities may deny a request for amendment if the protected information subject to the request is not part of the designated record set and would not otherwise be available for inspection.

Covered entities may deny a request for amendment if the covered entity determines that the information in dispute is accurate and complete.

Requests for Amendment and Timely Action

If a covered entity informs individuals of such requirements in advance, a covered entity may require individuals to make requests for amendment in writing and to provide a form for the request.  If the covered entity imposes such a requirement and informs individuals of the requirement in advance, the covered entity is not required to act on an individual’s request if it does not meet the requirement.

Covered entities are required to act on a request for amendment within 60 days of receipt of the request.  The covered entity must inform the individual that the request has been either accepted or denied.  It must also take certain actions pursuant to its decision.  If the entity is unable to meet the deadline, the deadline may be extended by no more than 30 days.  The entity must inform the individual in writing of the reason for the delay and the date which the covered entity will complete its action on the request.  The deadline may only be extended one time per request.

Accepting the Amendment

If a covered entity accepts the amendment request, it must make the appropriate amendment.  At a minimum, the covered entity must identify the records in the designated record set that are affected by the amendment and must append or otherwise provide a link to the location of the amendment.  

Covered entities may expunge information only if doing so is consistent with other applicable law and the covered entity’s record keeping practices.

The covered entity must obtain the individual’s agreement to have the amended information shared with certain persons.  If the individual agrees, the covered entity must make reasonable efforts to provide a copy of the amendment within a reasonable time to

1. persons the individual identifies as having previously received the protected health information that is now amended

2. persons, including business associates, that the covered entity knows have the unamended information and who may have relied, or could foreseeably rely, on the information

Denying the Amendment

If a covered entity denies a request for amendment, it must provide the individual with a statement of denial written in plain language.  The written denial must include the basis for the denial, how the individual may file a written statement disagreeing with the denial, and how the individual may make a complaint to the covered entity and the Secretary of Health and Human Services.

The written denial must state that if the individual chooses not to file a statement of disagreement, the individual may request that the covered entity include the individuals amendment request and the covered entities denial with any future disclosures of the protected information.

The covered entity must permit the individual to submit a written statement disagreeing with the denial and the basis of such disagreement.  The covered entity may reasonably limit the length of a statement of disagreement and may prepare a written rebuttal to the individual’s statement of disagreement.  The statement of disagreement and rebuttal must be appended to the information or linked to the information and must accompany any future disclosures of the information.

Actions of Notices of Amendment

If a covered entity receives a notification of amended protected information from another entity, the covered entity must make the necessary amendment to the protected information in the designated record set it maintains.  The entity must also require their business associates who receive such notifications to incorporate any necessary amendments to designated record sets maintained on the covered entity’s behalf.

Accounting of Disclosures of Protected Health Information

Right to an Accounting

Individuals have a right to receive an accounting of disclosures made by a covered entity, including disclosures by or to a business associate of the covered entity, for purposes other than treatment, payment, or health care operations.  Individuals have a right to an accounting of the applicable disclosures that have been made in the 6 year period prior to the date of the request for the accounting.  

The accounting must include a brief, but reasonably informative statement of the purpose of the disclosures.  A copy of the individual’s authorization, or a copy of a written request for disclosure may be submitted in place of the statement.

For multiple disclosures to the same recipient pursuant to a single authorization, the covered entity may provide a summary addressing the series of disclosures rather than a detailed accounting of each disclosure in the series.

Covered entities do not have to include in the accounting disclosures made under the rule’s General Rules for Uses and Disclosures of Protected Health Information (p.4).  Additionally, covered entities are not required to provide accounting for disclosures for facility directories, disclosures to person involved in the individual’s care, disclosures for specialized government functions, national security or intelligence purposes, disclosures to correctional institutions or law enforcement officials, or any disclosures made prior to the compliance date of the rule.

Covered entities are encouraged to implement procedures for handling accounting requests.  Entities are required to provide a requested accounting no later than 60 days after receipt of request.  If the entity is unable to meet the deadline, the entity may extend the deadline by no more than 30 days.  The entity must inform the individual in writing of the reason for the delay and the date by which the entity will complete the request.  The deadline may only be extended one time per request.

Individuals have the right to receive one free accounting per 12 month period.  For additional requests by an individual, the entity may charge a reasonable, cost-based fee.  The entity, if it imposes a fee, must inform the individual of the fee in advance and provide the individual with an opportunity to withdraw or modify their request.

The entity must retain documentation of the information required to be included in an accounting and retain a copy of any accounting provided.  Further, the entity must document the titles of the persons or offices responsible for receiving and processing requests for an accounting.

Administrative Requirements

Designation of a Privacy Official and Contact Person

Covered entities are required to designate an individual as the covered entity’s privacy official, responsible for the implementation and development of the entity’s privacy policies and procedures.  Covered entities are also required to designate a contact person to receive complaints about privacy and provide information about the matters covered by the entity’s notice.  The contact person can be, but is not required to be, the person designated as the privacy official.

If several covered entities share a notice for services provided on the same premises, that notice need designate only one privacy official and contact person.

For additional information and details on the responsibilities of the privacy official, please see another summary document called Privacy Official’s Duties.

Training

Covered entities are required to train all members of their workforce on the policies and procedures with respect to protected health information required by this rule, as necessary and appropriate for the members of the workforce to carry out their functions within the covered entity.  Covered entities must provide initial training by the date on which the rule becomes applicable.  New members of the workforce must be trained within a reasonable time after joining the entity.

Covered entities are responsible for implementing policies and procedures to meet these requirements and for documenting that training has been provided.

Complaints to the Covered Entity

Covered entities are required to develop and implement an internal compliant process for receiving and processing complaints concerning the entity’s privacy practices.  Entities are also required to maintain a record of complaints filed and a brief explanation of their resolution.

Sanctions

Covered entities are required to issue sanctions against members of their workforce for violating the rule.  Sanctions may range from warnings to terminations, depending on the severity of the violation.   Covered entities are required to have written policies and procedures for the application of appropriate sanctions for violations.  Entities must also document sanctions that are issued.

Duty to Mitigate

Covered entities have a duty to repair or lessen any harmful effect of a use or disclosure of protected information that is known to the covered entity.

Requirements for Policies and Procedures, and Documentation 

Covered entities are required to retain any documentation required under this rule for at least six years from the date of the creation of the documentation, or the date when the document was last in effect, whichever is later.

Transition Provisions

Covered entities are permitted to rely upon consents, authorizations, or permissions obtained from an individual prior to the rules compliance date to use or disclose protected information that is created or received before the compliance date.  This includes consents, authorizations, or permissions obtained from an individual prior to the compliance date for a specific research project or clinical trial.  The entity may use or disclose the protected information created or received before or after the compliance date for purposes of the project.

Compliance Dates for Initial Implementation of the Privacy Standards

Covered entities must be in compliance with this rule no later than 24 months following the effective date of this rule.  Small health plans are given 36 months to be in compliance.
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Requests, pp 4, 7, 9, 12, 13, 15-25

Research, pp 8, 10, 14-16, 21, 26

Restrictions, pp 4, 6, 7, 8, 10, 19 , 20

Routine Disclosures, p 18

Sanctions, p 26

Subpoenas, p 13

Therapy or Counseling, pp 8, 14, 16, 21

Training or Education, pp 9, 25

Transition Periods, p 26

Victims, pp 4, 11, 12, 14, 16

Violations, pp 4, 14, 25, 26

Warrants, p 13

Whistleblowers, p 4

Worker's Compensation, p 17

Appendix A

De-identification of protected health information.
Health Information is considered de-identified if the following identifiers of the individual or of relatives, employers, or household members of the individual, are removed: 


1. Names; 

2. All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census: 

3. The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and 

4. The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000. 

5. All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older; 

6. Telephone numbers; 

7. Fax numbers; 

8. Electronic mail addresses; 

9. Social security numbers; 

10. Medical record numbers; 

11. Health plan beneficiary numbers; 

12. Account numbers; 

13. Certificate/license numbers; 

14. Vehicle identifiers and serial numbers, including license plate numbers; 

15. Device identifiers and serial numbers; 

16. Web Universal Resource Locators (URLs); 

17. Internet Protocol (IP) address numbers; 

18. Biometric identifiers, including finger and voice prints; 

19. Full face photographic images and any comparable images; and 

20. Any other unique identifying number, characteristic, or code; and 
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