21 CFR 11
Electronic Records/Electronic Signatures

Final Rule

Agency: Federal Drug Administration, HHS

Purpose

· 21CFR11 is a regulation that provides criteria for acceptance by the FDA of electronic records, electronic signatures, and handwritten signatures executed to electronic records.  

· These regulations, which apply to all FDA program areas, are intended to permit the widest possible use of electronic technology.  

· 21CFR11 applies to any paper records required by statute or agency regulations and supersedes any existing paper record requirements by providing that electronic records may be used in lieu of paper records.

11.1 Scope

· 21CFR11 applies to records in electronic form that are created, modified, maintained, archived, retrieved, or transmitted, under any record requirements set forth in agency regulations.

· Electronic records that meet the requirements of 21CFR11 may be used in lieu of paper records, in accordance with part 11.2 (Implementation), unless paper records are specifically required.

11.2 Implementation

· For records required to be maintained, but not submitted, electronic records are allowed to be used in lieu of paper records and electronic signatures in lieu of traditional signatures, in whole or part, provided that the requirements of 21CFR11 are met.

· For records submitted to the FDA, electronic records may be used and electronic signatures may be used, provided that the requirements of 21CFR11 are met and the document or parts of a document to be submitted have been identified in public docket No. 92S-0251.

· Documents submitted to the FDA agency receiving units not specified in the docket will not be considered official if they are submitted in electronic form.  However, paper forms of such documents will be considered as official.  Institutions are advised to contact the receiving unit to identify what they will accept.
11.10 Controls for Closed Systems

Procedures and controls to ensure authenticity, integrity, and confidentiality shall include:

1. Validation of systems to ensure accuracy, reliability, and consistency.

2. Ability to generate accurate and complete copies of records.

3. Protection of records to enable accurate and ready retrieval.

4. Limits to system access.

5. Use of secure, computer-generated, time stamped audit trails.  Record changes shall not obscure previously recorded information.

6. Use of operational system, authority, and device checks.

7. Assurance that those maintaining, developing, or using the system have training and experience.

8. Establishment of written policies that hold individuals accountable and responsible.

11.50 Signature Manifestations

Signed electronic records shall contain information associated with the signing that clearly indicates:

1. The printed name of the signer

2. The date and time when signed

3. The meaning associated with the signature

11.100 General Requirements of Electronic Signatures

· Each electronic signature shall be unique to one individual and shall not be reused or reassigned.

· Before assigning an electronic signature, the organization shall verify the individual's identity.

· Persons using electronic signatures shall, prior to or at the time of such use, certify to the FDA that the electronic signatures are intended to be the legally binding equivalent of traditional handwritten signatures.

11.200 Electronic Signature Components and Controls

Electronic signatures not based on biometrics shall:

1. Employ at least 2 distinct identification components such as an identification code and password

2. Be used only by their genuine owners

3. Be administered and executed to ensure that attempted use of an individual's electronic signature by anyone other than its genuine owner requires collaboration of two or more individuals

11.300 Controls for Identification Codes/Passwords

Controls to ensure the security and integrity of electronic signature codes shall include:

1. Maintaining the uniqueness of each combined identification code and password.

2. Ensuring that identification code and password issuances are periodically checked, recalled, or revised.

3. Procedures to electronically deauthorize lost, stolen, or otherwise compromised codes or passwords.

4. Use of transaction safeguards to prevent unauthorized use of passwords and identification codes, and to detect and report any attempts at unauthorized use of the system.
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