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Primary Definitions

Access-the ability or the means necessary to read, write, modify, or communicate data/information or otherwise make use of any system resource.

Access Control-a method of restricting access to resources.

Authentication-the corroboration that an entity is the one claimed.

Certification-the technical evaluation performed as part of, and in support of, the accreditation process that establishes the extent to which a particular computer system or network design and implementation meet pre-specified security requirements.

Chain of Trust Partner Agreement-a contract in which the parties agree to electronically exchange data and to protect the transmitted data.

Context-based Access-access control procedures based on the context of the transaction.

Contingency Plan-a plan for responding to a system emergency.

Electronic Transmissions-transactions using all media, even when the information is physically moved from one location to another using magnetic tape, disk, or compact disc media.  Also includes transmission over the Internet, Extranet, leased lines, dial-up lines, and private networks.  Telephone voice response and ‘faxback’ systems are not included.

Electronic Signature-a signature attached by electronic means.

Encryption-transforming confidential plaintext into ciphertext for protection.  An encryption algorithm combines plaintext with other values called keys so the data become unintelligible.

Extranet-using Internet technology to link a business with information only accessible to collaborating parties.

Faxback-a request for information made via voice using a fax machine and requested information is returned as a fax using the same machine.

Nonrepudiation-strong and substantial evidence of the identity of the signer of a message and of message integrity.

Password-confidential authentication information composed of a string of characters.

Role-based Access Control-an alternative to traditional access control models that permits the specification and enforcement of enterprise-specific security policies in a way that maps more naturally to an organization’s structure and business activities.

Token-a physical item necessary for user identification.

User-based Access-security mechanism used to grant users of a system access based upon the identity of the user.

Provisions of the Proposed Security and Electronic Signature Rule

Covered entities must have the proposed security standard in place to comply with the statutory requirement that health care information and individually identifiable health care information be protected to ensure privacy and confidentiality when health information is electronically stored, maintained, or transmitted.

Applicability

The proposed Security and Electronic Signature Standards apply to all health plans and apply to health care clearinghouses and providers that electronically maintain or transmit health information pertaining to an individual.

The proposed Security Standard is applicable to all health care information electronically maintained or used in an electronic transmission, regardless of format.  Telephone voice response and ‘faxback’ systems are not included.

Electronic Signatures are not mandated at this time to be used by the Electronic Transaction Standards.  However, if an electronic signature becomes a requirement for an electronic transaction identified in the Electronic Transaction Standards, the signature must meet the established standard for electronic signature.  

Electronic signatures that meet the established standard will satisfy any Federal or State requirement for a signature, either electronic or on paper.

Security Standard Basis

The standard must be comprehensive

The standard must be technology neutral

The standard must be scalable

The security standard is a set of requirements with implementation features that providers, plans, and clearinghouses must include in their operations to assure that electronic health information pertaining to an individual remains secure.

Each health care entity engaged in electronic maintenance or transmission of health information must assess potential risks and vulnerabilities to the individual health data in its possession in electronic form, and develop, implement, and maintain appropriate security measures.  How the individual security requirements are satisfied and which technologies an entity uses is a business decision to be made by the entity.

These security measures must be documented and kept current.

The proposed Security Standard requirements have been divided into 4 categories:  Administrative Procedures, Physical Safeguards, Technical Security Services, and Technical Security Mechanisms.

Administrative Procedures

The administrative requirements and supporting implementation features must be documented and the documentation must be made available to those individuals responsible for implementing the procedures.  The documentation must be reviewed and updated regularly.

Certification

Each organization is required to evaluate its computer system(s) and network design(s) to certify that the appropriate security is implemented.  This may be done internally or by an external agency.

Chain of Trust Partner Agreement

If data is processed through a third party, the parties would be required to enter into a Chain of Trust Partner Agreement.  The parties of a Chain of Trust Partner Agreement are required, and depend upon each other, to maintain the integrity and confidentiality of the transmitted information.

Contingency Plan

Organizations are required to have a Contingency Plan in effect for responding to system emergencies.

A Contingency Plan must include:

· Analysis of applications and the criticality of data

· A data backup plan, providing for periodic backups of data

· A disaster recovery plan, providing recovery procedures

· An emergency mode operation plan, including critical facilities for continuing operations in the event of an emergency

· Testing and revision procedures

Formal Mechanisms for Processing Records

There must be documented policies and procedures for the routine and non-routine receipt, manipulation, storage, dissemination, transmission, and/or disposal of health information.

Information Access Control

There must be documented policies and procedures for granting different levels of access to health care information.  Policies and procedures must be developed and implemented for Access Authorization (rules for granting access), Access Establishment (rules that determine an entity’s right to access a terminal, program, process, etc.), and Access Modification (rules that determine the types of, and reasons for, changing an entities access rights).

Internal Audit

Organizations are required to perform ongoing internal audits by performing in-house reviews of the organization’s system activity records (for example, logins, file accesses, and security incidents).

Personnel Security

Personnel must receive appropriate clearance authorization to access health information in order to prevent unnecessary or inadvertent access to secure information.  Organizations must:

· Assure knowledgeable supervision of personnel performing technical systems maintenance activities

· Maintain access authorization records

· Insure that operating and maintenance personnel have appropriate access

· Employ personnel clearance procedures

· Employ personnel security policy/procedures

· Ensure that system users, including technical maintenance personnel, are trained in system security

Security Configuration Management

Organizations are required to implement measures, practices, and procedures for the security of information systems.   These measures, practices, and procedures should be integrated into other system management practices.  This integration is to ensure that routine changes to system hardware and software do not contribute to or create security weaknesses.  Security Configuration requirements include:

· Documentation

· Hardware/Software review and testing for security features

· Inventory procedures (the formal documented identification of hardware and software assets)

· Security testing

· Virus checking

Security Incident Procedures

Accurate and current security incident procedures must be implemented.  These must be formal, documented instructions for reporting and responding to security breaches, so violations are reported and handled promptly.  

Security Management Process

The creation, administration, and oversight of policies are required to ensure the prevention, detection, containment, and correction of security breaches.  A formal Security Management Process must be in place to address security issues.  This Process must include:

· Risk analysis (balancing cost of a security measure against risk of not putting measure in place)

· Risk management (assessing and reducing risk)

· A sanction policy

· A security policy

Termination Procedures

Formal, documented instructions, including appropriate security measures, for terminating an employee or terminating an internal/external user’s access must be implemented.  Procedures for the following security implementation features must be documented:

· Changing combination locks

· Removal from access lists

· Removal of user accounts

· Turn in of keys, tokens, or cards that allow access

Training

Security training is required for all staff, including management, regarding the vulnerabilities of health information in an entity’s possession and the procedures to be followed to ensure information protection. Required implementation features include:

· Awareness training

· Periodic security reminders

· User education concerning virus protection

· User education in responsibility to ensure security of health care information

· User education in password management

Physical Safeguards to Guard Data Integrity, Confidentiality, and Availability

The physical safeguards and supporting implementation features must be documented and the documentation must be made available to those individuals responsible for implementing the procedures.  The documentation must be reviewed and updated regularly.

Assigned Security Responsibility

The responsibility of Security must be assigned to a specific individual or organization.  The assignment must be documented.  Responsibilities include management and supervision of 1.) the use of security measures to protect data from natural and environmental hazards as well as intrusion, and 2.) the conduct of personnel in relation to the protection of data.

Media Controls

Formal, documented policies and procedures are required for the governance of the receipt and removal of hardware and software into and out of the facility.  Mandatory implementation features include:

· Controlled access to media

· Accountability (a tracking mechanism)

· Data backup

· Data storage

· Disposal (final disposition of electronic data and/or the hardware on which data is stored)

Physical Access Controls

Formal, documented policies and procedures must be developed for limiting physical access to an entity while ensuring that properly authorized access is allowed.  Mandatory implementation features include:

· Disaster recovery

· Emergency mode operation (controls that enable entity to operate in event of system failure, natural disaster, fire, or vandalism)

· Equipment control into and out of the facility

· A facility security plan (safeguard premises from unauthorized physical access, tampering, and theft)

· Procedures for verifying access authorizations prior to physical access

· Maintenance records

· Need-to-know procedures for personnel access

· Procedures to sign-in visitors and provide escorts, if appropriate

· Testing and revision

Policy/Guideline on Workstation Use

Documented instructions/procedures must be developed to identify the proper workstation functions to be performed and the manner in which the functions should be performed (for example, logging off before leaving a terminal unattended).  Includes the workstation’s surrounding physical attributes.

Secure Workstation Location

Physical safeguards must be put into place to eliminate or minimize the possibility of unauthorized access or viewing of information.

Security Awareness Training

All employees, agents, and contractors must undergo security awareness training.  Employees must understand their security responsibilities based on their job responsibilities, and security must be made part of their daily activities.

Technical Security Services to Guard Data Integrity, Confidentiality, and Availability

The technical security services and supporting implementation features must be documented and the documentation must be made available to those individuals responsible for implementing the procedures.  The documentation must be reviewed and updated regularly.

Access Control

Organizations are required to restrict access to resources and allow access only to privileged individuals.  Access to health information should be limited to employees who have a business need to access it.  Access controls include mandatory access control, discretionary access control, time-of-day, classification, and subject-object separation.  Organizations must implement:

· Procedures for emergency access

In addition, at least one of the following must be implemented: 

· Context based access 

· Role based access

· User based access

Encryption as an access control is an optional feature.

Audit Controls

Audit control mechanisms are required to record and examine system activity.

Authorization Controls

Mechanisms must be put in place for obtaining consent for the use and disclosure of health information.  Organizations may either implement Role-based access or User-based access to establish Authorization Controls.

Data Authentication

Organizations are required to be able to provide corroboration that data in its possession has not been altered or destroyed in an unauthorized manner.  Sample methods of data corroboration include check sum, double keying, message authentication codes, or digital signature.

Entity Authentication

Corroboration that an entity is who it claims to be must be established to prevent improper identification of an entity accessing secure data.  The following features are required to be used:

· Automatic log off

· Unique user identification

Additionally, at least one of the following features must be used:

· A biometric identification system (for example, retinal scan, fingerprint pattern, written signature)

· A password system

· A personal identification number

· Telephone call back (method of authenticating the identity of the receiver and sender of information through a series of exchanges)

· A token system which uses a physical device for user identification

Technical Security Mechanisms to Guard Against Unauthorized Access to Data that is Transmitted Over a Communications Network

The technical security mechanisms and supporting implementation features must be documented and the documentation must be made available to those individuals responsible for implementing the procedures.  The documentation must be reviewed and updated regularly.

Organizations that use communications or networks are required to protect communications containing health information that are transmitted electronically over open networks so that they cannot be easily intercepted and interpreted by anyone other than the intended recipient(s).  

Organizations are required to protect their information systems from intruders trying to access systems through external communication points.  

Some form of encryption should be employed for open networks.  Less open systems/networks, such as a value added network (VAN) or private wire arrangement, provide sufficient access controls, therefore, under these situations, encryption is optional.  Required implementation features include:

· Integrity controls (ensure the validity of information)

· Message authentication (message received is the same as the message that was sent)

Additionally, one of the following features must be implemented:

· Access controls (protection of sensitive information transmitted over open or private networks so it cannot be easily intercepted and interpreted by anyone other than the intended recipient)

· Encryption

If an entity uses a network for communication, its technical security mechanisms must include all of the following:

· Alarm (any device that can sense abnormal conditions within a system and provide an alert)

· Audit trail

· Entity authentication

· Event reporting (messages reporting operational irregularities in physical elements of a network)

Electronic Signature Standard

Digital signatures are to be cryptographically based.

Whenever a HIPAA specified transaction requires the use of an electronic signature, the electronic signature standard must be used. 

The electronic signature process involves:

· Successful identification and authentication of the signer at the time of the signature

· A signature process according to system design and software instructions

· Binding of the signature to the document

· Non-alterability of the document after the signature has been affixed

Authentication systems such as passwords, biometrics, physical feature authentication, behavioral actions, and token based authentication, can be combined with cryptographic techniques to form an electronic signature.

If an electronic signature is used, the following features must be in place:

· Message integrity

· Nonrepudiation

· User authentication

At this point in time, digital signature technology, is the only technology that provides for nonrepudiation, and therefore must be used to create an electronic signature.  Digital signatures are formed by applying a mathematical function to the electronic document, yielding a unique bit string which is encrypted using the signer’s private key and appended to the electronic document.  When transmitted, a public key decrypts the bit stream and compares the resulting version with the encrypted version.  If they are identical, then there is assurance that the message or document is unaltered and the identity of the signer is proven.

The following electronic signature features are optional and may be used:

· Ability to add attributes

· Continuity of signature capability

· Countersignature capability

· Independent verifiability (capability of verifying the signature without cooperation of the signer)

· Interoperability

· Multiple signatures

· Transportability (ability of a signed document to be transported over an insecure network to another system while maintaining the document’s integrity)

Compliance Dates for Initial Implementation of the Security and Electronic Signature Standards

Covered entities must be in compliance with this rule no later than 24 months following the effective date of this rule.  Small health plans are given 36 months to be in compliance.

Several accreditation organizations, including JCAHO and the NCQA, indicate that compliance with the HIPAA Security and Electronic Signature Standards will be an accreditation requirement.
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