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Using SecureMail at MUSC
-

e Does not require additional software

e Does not require a passphrase or key to access
secure files

e To read secure messages, the recipient creates an
account on MUSC'’s IronPort server — and then uses
that account to see any MUSC secure message

e Only for messages sent outside of MUSC'’s
Exchange system




How to use SecureMail — Sending

e Sending:

- Enter (without quotes) “[SEND SECURE]” into
the subject of the message

- Go to “securemail.musc.edu” and use your
NetID to log in

e Can send attachments as well



How to use SecureMalil — Receliving

e The recipient will

- probably have to adjust the browser (e.g., change
security settings to “medium” or enable cookies)

- open the attachment,

- then establish the account or log in, if account
exists.



How to use SecureMalil — Receliving

Internet Options

General | Security | Privacy | Content | Connections | Programs || Advanced I nte rn et EXD I O rer : M u St
set Privacy to “Medium”

?: Select & setting for the Internet zone.,

i Medium

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that save information that can
be used to contact wou without waur explicit consent

- Restricts first-party cookies that save information that
can be used ko contact you without your implicit consent

[ Sites ] ’ Import ][ Advanced ]

Pop-up Blocker

§ 1| Prevent most pop-up windows From Settings

appearing.
Turn on Pop-up Elocker
InPrivate
,-.Ilf.‘ [JDo not collect data for use by InPrivate Filering

Disable koolbars and extensions when InPrivate Browsing
starts

O l[ Cancel ][ apply




How to use SecureMalil — Receliving
c- |

Options @ ] -
08 &8 B & S & Firefox / Safari : Must

fain Tabs Cantent  Applications  Privacy Sn;:curit\,f Advanced “Acce pt th i rd - p arty

Histary

- 1
Keep my history For at least a0 : days CO O kl e S

Remember what I enter in Forms and the search bar

Remember what I've downloaded

Cookies

[#]: Accept cookies Ffrom sites i | Exceptions...

Accept third-party cookies

Keep until; | they expire w Show Cookies...

Private Data

[ Alsays clear my private data when I close Firefox Setkings...

ask me before clearing private data

]
o
i}
B
1=
3

Ok, ] l Cancel ] l Help l




Mew  Delete Junk Markas» Movetor é &2 Mess

Reply Replyall Forward 4 <4 x

[SEND SECURE] This is another test

From: Williamson, Christine E. (willi
Sent: Fri 6/26/09 12:56 PM
0:  Christine Test. Willlamson (wi
Wl 1 attachment Em
securedoc...html (73.0 KB)

If you're having problems dowrjoading attachments, please sign in again and select "Remember me on this computer”.
Sign in again

You have received a secure message from the Medical University of South Carolina (MUSC)

Read your secure message by opening the attachment, securedoc.html. You will be prompted to open (view)
the file or save (download) it to yvour computer. For best results, save the file first, then open it in a8 Web browser. To
access from a mobile device, forward this message to mobile@mds.musc.edu to receive a mobile login URL.

If you have concerns about the validity of this message, contact the sender directly.
First time users - will need to register after opening the attachment.

Help - https://securemail.musc.edu/websafe/help?topic=RegEnvelope
About MUSC Secure Mail Service - https://securemail.musc.edu/websafe/about

--Forwarded Message Attachment--

Reasons you may be seeing this text:

(1. You are seeing this text in yvour preview pane. Please open the attachment to read your secure message. ]
e TUU Tiave U'_FGII'UL‘ LS glLaurimrerio arrg
a. vou do not yet have an account. Please select your email address and click the Open button to create an account.
b. wou have an account. Once the Open button appears, enter yvour password and click Open.

If the Open button does not appear, please forward the original email to: mobile@res.cisco.com




First-time recipient
-

E 'MUSC

Mezzage .Security;. High
Help

l Frarm:
Ta:

Subject:

To open this message, first click the button to
reqister, After registering, corme back to continue

williamsan, Christine E. <williace@muse.edu>
williz - 70

Another example for presentation f
training

opening the message,

@ IRONMPORT




First-time recipient

@MUSC

I MNEW USER REGISTRATION

Ernail Address willint o md i

First Mame®*

Password®

Last Name®* |
Confirm Password® |

Fersonal Security Phrase |

Remember me on this computer

* = required field

Enter & minimom of & characters or numbers,
Fasswords are case-sensitive,

Enter & short phrase that ondy pou will know, This
phrase will appear on message envelopes when
pou fog i, When poo see poor phrase, pod Enow
pou gre logging in to our seocure site,

Reqistrants sould not select “Remember me on this computer”

Powered @ IRONPORT'



Registered Recipient
-

€ 2 C M % hips//securemal musc.edu g » O~ &~
h\
E ‘MUSC

| ACCOUNT LOGIN
\Welcome, please log in:

Ernail Address |

Password

O remember me on this computer,

Login

Forgot passward?

@ IRONPORT

About Copyright @ 2001-2008 Cisco Systems, Inc. all rights reserved.




Recipient
-

f Imusc

Help i 3148713 AW EOT
o e i Mezsage Security: High

From Williamson, Christing E. <williace@musc.edu=
o Bty i Personal Security Phrase
Subject [SENMD SECURE] This is a test for the group Your personal phrase is

[ - not enabled on this
Password: |sssssses _ iy

Forgot password? Maore info

[Jremember me on this computer

If you experience problerms opening this message, try to Dpen Online

N B @ IRONPORT




Recipient — can reply directly

E 'MUSC

Secured Message

From: Willlamsaon, Christine E. <williace@musc.edu=

Tao: Christine Test, Willlamson <willi
Date: July 20, 2009 11:23:30 AM EDT
Zubject: Another example for presentation / training

Just because this has Lo be comnplete

|

2000-2007 Cisco Systerms, Inc. &ll rights reserved.




Weloome sl el .

EMUSC

| REPLY TO SENDER ‘Bend  Reset Cancel

Frorm: ETATERCHES AP

To: williace@musc.edu

Subject: |F1E:An|:|therexamplefnrpresentatiun,-"training

[ Atiachments | (none)

Message:

———————————— Original Message:

Cw

FEOM: williace@musc.edu
To: Christine Tezt. Williamson <willi . - . . .77, >
DATE: July 20, 2009 11:23:30 AM EDT

£

O Autormatically BZC me on this email,

O send me a read receipt when a recipient has opened this email.
This option does not guarantee a receipt will be sent; recipient email applications can sormetimmes block read receipt

regquests,

Powered @ IRONPORT

About Copyright @ 2001-2008 Cisco Systerms, Inc, All rights reserved,




...and what you’ll see
-

e YOu can receive a message in your Exchange inbox
or...

B4, ¢ [ @ From Subject Received Size
o mowillic - 7% 27 .. Read: Another example for presentation / training Mon 7/20/2009 11:54 AM 2 KB



...and what you’ll see
-

e ...go to https://securemail.musc.edu and “Manage Messages”

™~ Welcome williace@musc.edu

IMUSC -

SEARCH SEMNT MESSAGES

[ Manage Messages

Basic Search Advanced Search

E" Compose Message
Keyword Search

Searches To and Subject fields.

E? Update Expiration For Messages | r_.‘l Lock/Unlock Message

Subject Sent Opened Expires Locked
b Another example for 07/20/2009 07s20/2009
presentation / train... 11:23:32 &M 11:54:14 AM
e [SEMD SECURE] This is 0e/26/2009 06/26,/2009
another test 12:56:14 PM  01:07:24 PM
D T LS T [SEMD SECURE] testing 06/19/2009
to see if secure m... 10:40:11 &M
D il S [SEMD SECURE] This is a 05/21/2009 05/21/2009
test for the gro... 09:46:15 AM  09:49:40 AM
D S EE U [SEND SECURETesting 05/158/2009 05/18/2009
plug-in 12135352 PM 04:58:24 PM
D T T [SEND SECURE] First list 0571572009 05/15/2009

01:13:59 PM  0L:20:41 PM

@ IRONPORT

About Copyright @ 2001-2008 Cisco Systems, Inc, all rights reserved.



Issues
<« ]

e Recipient doesn’t know what to do

— You can send your own message first, explaining what will

happen, including “securedoc.html” attachment and browser
adjustments

- Recipient cannot forward message (not an ‘issue’ but might
confuse users)

e Sending to the wrong recipient

- Remember, once an account is set up, the recipient can use
securemail.musc.edu to send messages to anyone

e Help: https://securemail.musc.edu/websafe/help?topic=FAQ



Questions?
.. ]



